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GET REAL OR GO HOME
A NEW ERA IN CYBER SECURITY TRAINING

THE CYBER SECURITY SKILLS GAP LEAVES MANY 
ORGANIZATIONS EXPOSED 6 MONTHS OR LONGER.1

US$150 MILLION

48%

AVERAGE COST OF A DATA BREACH BY 20202

2 MILLION

BUILD REAL SKILLS TO 
COMBAT REAL THREATS 
IN REAL ENVIRONMENTS.

EXPECTED CYBER SECURITY PERSONNEL 
SHORTAGE BY 20194

ORGANIZATIONS RECEIVING FEWER 
THAN 10 APPLICATIONS1

In a recent survey, we asked organizations to name their top technology or business 
challenge. The most common answer? IT security and privacy/cyber security.3  And it’s no 
wonder, considering the rising prevalence, complexity and potential costs of cyberthreats. 

Even more troubling, 37 percent of survey respondents indicated that most of these 
applicants lack the technical skills required to actually do the job.1 That’s why it takes 32 
percent of organizations six months or more to fill security roles—and why a quarter of 
these positions remain unfilled altogether.1 

Indeed, most enterprises understand it’s no longer a matter of if, but when a cyberattack 
will occur—and more importantly, how their security teams will respond. As a result, the 
demand for valuable technical cyber security skills is higher than ever—yet these skills are 
in shorter and shorter supply, so many enterprises are struggling to find qualified 
applicants. Unlike most corporate job openings, which garner 60–250 applications, cyber 
security positions oen receive fewer than 10.1 

THE SOLUTION? REAL-WORLD, 
EXPERIENCE-BASED CYBER SECURITY TRAINING.

THE CYBERSECURITY NEXUS™ (CSX) TRAINING 
PLATFORM: WELCOME TO A NEW ERA. 

THE CSX TRAINING PLATFORM IS DESIGNED TO HELP ORGANIZATIONS ENSURE 
THEY HAVE THE RIGHT PEOPLE WITH THE RIGHT SKILLS AT THE RIGHT TIME TO 
PROTECT AND DEFEND AGAINST RAPIDLY ADVANCING CYBERTHREATS.

FOR MORE INFORMATION, CONTACT 
SALES@ISACA.ORG OR VISIT WWW.ISACA.ORG/CSXCYBERTRAININGPLATFORM.

It’s time for organizations to take matters into their own hands. Rather than focusing solely 
on seeking out cyber security professionals with exactly the right skills, managers must 
also help team members develop those skills. But how? 
 
TheThere’s no substitute for real-world experience. Yet cyber security training is traditionally 
based on lecture, discussion and limited practice in flawed, simulated environments. 
Additionally, these programs can cost upwards of US$6,000—not to mention costly travel 
and inconvenient out-of-office time—for a single course that may soon be irrelevant due to 
the rapid advancement of cyberthreats. 
 
In shorIn short, typical training methods do a better job of building knowledge than they do of 
building skill. But organizations need teams that can walk the walk, not just talk the talk.

Survey data also indicates that most organizations value performance-based training 
certificates over formal education.1 The CSX Training Platform evaluates users based on 
their performance throughout every step of courses and labs, and the CSX Practitioner 
Certification measures and validates actual technical skills and abilities. 
 
Plus, the platPlus, the platform is customizable and continually updated, so security teams stay at the 
top of their game. There’s even an assessment tool that gives security managers a 
structured way to identify and address skill gaps in existing and prospective employees.

To bridge the cyber security skills gap once and for all, ISACA created the CSX Training 
Platform. This one-of-a-kind, on-demand solution addresses key unmet needs in cyber 
security training: 
 
Users build real technical skills by learning to combat real threats in a live, dynamic 
network environment. 

HandHands-on labs are built from scratch to precisely recreate real, recent data breaches, 
cyberattacks and other complex scenarios.  

On-demand, self-paced learning eliminates travel costs and time away from work. 

Trainees learn to use the same open-source tools they use daily on the job.

For less than the cost of one traditional course per person, employees get unlimited 
training for an entire year.

RESPONDENTS THAT SAID PRACTICAL, 
HANDS-ON EXPERIENCE IS THE MOST 
IMPORTANT QUALIFICATION.1

US$5$6K PER COURSE + TRAVEL COSTS 
AND OUT-OF-OFFICE TIME

55%

TYPICAL TRAINING

ORGANIZATIONS SURVEYED THAT 
REQUIRE A SECURITY CERTIFICATION 
FOR OPEN POSITIONS.1

69%

https://cybersecurity.isaca.org/csx-certifications/csx-training-platform

