EC-COUNCIL CERTIFIED

SECURITY ANALYST

ECSA | COURSE CODE: SEC-319

The EC-Council Certified Security Analyst (ECSA] penetration testing course provides you with a real-world

hands-on penetration testing experience and is a globally accepted hacking and penetration testing course
that covers the testing of modern infrastructures, operating systems and application environments while
teaching the students how to document and write a penetration testing report.

The training exercises and class material takes the tools and techniques that are reviewed in the Certified
Ethical Hacker (CEH) course and teaches students how to apply these skills/tools by utilizing EC-
Council’s published penetration testing methodology.

This official EC-Council training seminar reviews all 12 comprehensive modules that were
created by EC-Council for ECSA, ensuring our students successfully prepare for the ECSA
certification exam while also enhancing their overall competencies in ethical hacking and

penetration testing.

DOMAIN 1 Introduction to Penetration Testing and Methodologies DOMAIN 7 Network Penetration Testing Methodology - Perimeter Devices
DOMAIN 2 Penetration Testing Scoping and Engagement Methodology DOMAIN 8 Web Application Penetration Testing Methodology
DOMAIN 3 Open Source Intelligence (OSINT) Methodology DOMAIN 9 Database Penetration Testing Methodology
DOMAIN 4 Social Engineering Penetration Testing Methodology DOMAIN 10 Wireless Penetration Testing Methodology
DOMAIN 5 Network Penetration Testing Methodology - External DOMAIN 11 Cloud Penetration Testing Methodology

DOMAIN 6 Network Penetration Testing Methodology - Internal DOMAIN 12 Report Writing and Post Testing Actions
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Professionals who register for Intrinsec’s ECSA course are provided with an unmatched number of benefits designed to
maximize their cyber security training experience. The following features are included with all ECSA registrations:

e 5 Days of ECSA Training from an Authorized EC-Council Instructor
» Official EC-Council ECSA Training Courseware

« Official EC-Council ECSA Training Lab Manual

» Official EC-Council ECSA Tools

e 6 Months of Online Access to iLabs for ECSA (online labs)

e 6 Months of Online Access to ECSA Test Prep Program

« ECSA Certification Exam Voucher

The intended audience for our ECSA training program is an IT professional who is focused on ethical hacking, specifically
those who are involved with penetration testing. ECSA is generally a great fit for those working in roles such as, but not

limited to:

« Ethical Hackers » Security Testers

» Penetration Testers » System Administrators

« Network Server Administrators * Risk Assessment Professionals

e Firewall Administrators
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