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OVERVIEW
For years now, the saying “the weakest link in cyber security is the people” was
unquestionably true. Well, as Bob Dylan sang, the times they are a changing. With
companies adopting Software as a Service at an accelerating rate (some could say with
reckless abandon), it’s time to start sounding the alarm as someone else’s people, process
and technology are now your problem too. Every organization large and
small needs to quickly acknowledge the risks commonly associated
with cloud adoption and how they can negatively impact a cyber
supply chain.
McAfee released a study1 in 2016 claiming 52% of
companies could definitively trace back a malware incident
in their network back to a service provider. While this past
February another Cyber Security firm, RSA, published a
report2 on a software vendor whose software inadvertently
infected client systems.
But how is this possible? We keep hearing how the cloud is so
much safer than what we mere mortals could possibly achieve given
the limited resources we have compared to the computing behemoths in Amazon, Microsoft
and Google. Overwhelmingly, executives of all stripes have swallowed this mantra hook, line
and sinker. Truth be told there’s two types of cloud providers: (1) established vendors with
billions in market capitalization and (2) providers operating from their basement living on
instant ramen while hosting your data in someone else’s data center. Do you associate with
firms like the latter in your supply chain, or just your cyber supply chain?

Chances are if you’re like most companies in North America the supply chain
for your organization is held to a higher standard than any cyber supply chain.
But what can you and your people do to equal the playing field? The following
whitepaper will answer that and more. You’ll discover the 10 most common
issues enterprises face while leveraging cloud systems, the appropriate solutions
for said issues, along with detailed information on what your enterprise can do
to properly ensure all supply chains, cyber or non-cyber, are held to the same
standards.
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10 BUSINESS
RISKS

Ten business risks cloud adoption
has on a cyber supply chain.

Beyond the issue of security, there are significant business risks associated with the
cyber supply chain. While these risks may seem familiar to some and foreign to others,
most would agree all 10 need to be acknowledged by any enterprise leveraging cloud
systems.

Skills Gaps Of Employees For Cloud
Procurement
Employees are the core of everything. After all, People, Process,
Technology starts with people! If employees are not trained on the various
risk management challenges from the cloud and fail to understand how it
can influence your supply chain, how can they be expected to protect it?

Reputational Damage & Litigation
If your supply chain breaks down because of a partner, clients won’t care
that your supplier is to blame for their order being late. They will blame
you. If a partner’s service is down due to a server issue and your company
is unable to deliver to clients or employees, you may face litigation as a
result.

Vendor Lock-In
A vendor lock-in is one of the top risks associated with cloud adoption.
When dealing with suppliers many will try to lock-in your company via
contract, be it through functionality or contractual terms. Making sure
contracts are reviewed can be an onerous task and requires trained
individuals to be performed properly.

Governance Changes
Governance for internal information technology systems is well understood, however when outsourcing key systems to a cloud service provider
your governance model will change. In the case of cloud services, the governance model will be required to address new challenges such as jurisdictional, contractual and legal activities.
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Compliance Challenges
A general misconception of cloud service security (e.g. “the provider’s
responsible for all aspects of security”) will lead to many organizations
failing to properly address their compliance requirements. From initial fines
to remediation activities, the consequences for an organization who fails to
comply with standards and regulations can be devastating.

Vendor Failure
Not all cloud providers are created equally. A review3 of cloud service
providers over the past 6 years shows that nearly half of these providers
have either gone bankrupt or have been acquired. In the past, some cloud
provider failures have left companies with less than 1 month to migrate
to a new provider. In the event of a vendor being acquired, this can lead
to your company having to move to a new provider based on service
termination, contractual changes or increased costs.

Lack of Transparency
The lack of transparency into a provider’s operations necessitates changes
of governance. For example, gaining access to a provider’s datacenter is
highly unlikely, and even if access is granted, performing manual audits will
be extremely time consuming and expensive.

Safe Storage Of Intellectual Property And PII Data
Safe storage of Intellectual property and PII data is obviously an issue
due to the fines and/or negative publicity associated with breach of client
data. In the event where one of your service providers is breached, can you
ensure your company’s data will remain protected?

Jurisdictional Issues
Jurisdictional issues can significantly complicate your outsourced services
if they are not properly assessed or controls are not put in place to ensure
your data is located only where you intend it to be stored and processed.

Vendor Disaster Recovery
The availability of a provider’s services directly impacts the availability you
can offer to your customers and stakeholders. A prolonged outage could
impact your bottom line.
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THE
SOLUTIONS

The solutions your enterprise needs to
combat the 10 business risks of cloud
adoption.

With 10 of the most significant business risks for companies who are leveraging cloud
systems identified, let’s shift focus and concentrate on four core components you can
use to better protect your cloud-based assets (Note: cyber supply chain vs. cloud) – (1)
policies, (2) assessment, (3) service catalog and (4) cloud governance board.

Policies
As with any security initiative, polices are the first thing your
company needs to protect your company’s cloud-based
assets. If your organization does not have specific policies
in place for the cloud, it’s time to start writing them.
These need not be very long documents. For instance, the
Department of Commerce in the United States has a cloud
security policy that’s only three pages in length4.

When writing a cloud
security policy for your
organization you should
consider classification
levels of data, how
employees procure
cloud services and terms
of purchasing cloud
services.

When writing a cloud security policy for your organization, here are a few items to
consider:
•

Assuming you have data that should be only stored internally, dictate the classification 		
levels of data that your company will allow to be created or stored outside of your network.

•

A statement of how employees are permitted to procure cloud services.

•

A very clear statement should be made regarding cloud services and how they cannot be
procured using a corporate credit card without corporate acceptance.

•

Taking the position that any expenses filed for cloud services will be denied may be a 		
viable option, depending on your corporate culture.
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Assessment
An assessment of existing cloud services should be
performed as an initial activity of the Cloud Governance
Board (CGB). If leadership is cool to the need of a CGB, an
assessment of current cloud systems used internally will
likely open their eyes to the corporate risk currently faced.
In fact, most of the companies we’ve assessed are surprised
to discover how many individual licenses are procured of a
popular service and how much Shadow IT exists.
The main goal of an assessment is to understand
and document which applications are used within the
company. Not having this information can have negative
consequences such as data loss, lack of access controls, etc.

The main goal of an
assessment is to
understand and document
which applications are
used within the company
to avoid data loss and
lack of access controls
among other negative
consequences.

Here’s the good news; there are a multitude of ways to discover these services. You may be
able to perform the technical discovery of services through existing tools or you may require
a cloud discovery application. In the event a cloud discovery tool is leveraged, you will need
network logs of internet traffic. Once a company can identify which applications are being
used they can validate them with the finance group.

Several leading cloud service providers offer enterprise editions that
include many security functions and certifications that are unavailable when
using “individual” editions.

Service Catalog
Assuming an assessment has been conducted and you have a greater understanding of
the services being consumed within your organization, you can now create a cloud service
catalog of these newly discovered services to create an inventory of approved services.
This service catalog can be hosted on an internal page that employees can use to determine
which cloud services have been procured, along with any best practices, training material and
contact information for individuals tasked with ownership of the application.
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Cloud Governance Board (CGB)
The primary purpose of the Cloud Governance Board is to
act as a centralized location for cloud applications and their
associated responsibilities.

The CGB serves to
onboard any cloud
application, free or
purchased.

With that said, the Cloud Governance Board (CGB) has
quite a few responsibilities. For starters, the CGB serves
to onboard any cloud application, whether it’s free or
purchased, and maintain a list of all approved services.
Additionally, they will also act as the central authority for contract management and ongoing
risk assessments, while also overseeing all operations of the approved services until contract
termination.

Breaking Down The CGB
While a CGB built for your organization may vary based on its size and structure, clients in the
past have typically ended up with their CGB comprised of the following groups:
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Executive Sponsor
Without executive leadership or support most projects are doomed to
failure. Depending on your organizational structure, the CIO, CTO or
CISO may be the executive lead for the governance board. The executive
sponsor will be responsible for implementing and maintaining corporate
cloud policies and acceptable use.

Audit
As some applications will involve storing and/or processing regulated data,
the audit group will play a critical role in assessing service providers and
ensuring that customer controls are in place according to policy.

Legal
The Legal team on the CGB will play a significant role in determining
legal ramifications as a result of outsourcing cloud service providers.
For example, those within the Legal group would be responsible for
jurisdictional requirements and contract terms, among other areas.

Privacy Officers
Individuals tasked with privacy issues in your organization should know of
vendors used and be able to review providers from a privacy perspective.
The Privacy group is responsible for the various privacy related factors
associated with cloud usage, whether that’s compliance or the storage of
intellectual property.

Information Security
The Information Security division of the CGB plays a pivotal role in
assessing the security measures in place at a service provider’s
environment. They will also be expected to work closely with the risk
management team to address technical aspects of security.
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Compliance
The Compliance group of the CGB must be made aware of all applications
and ensure any new cloud services used in your environment do not
subject the company to the risk of non-compliance with any regulations.
To do this, these individuals will need to understand how a provider
addresses compliance issues on their end.

Risk Management
The Risk Management group is instrumental to ensuring an organization
assesses all potential providers from both enterprise risk and information
risk perspectives.

Finance
The Finance group will be called upon to identify any cloud services that
are expensed by users who bypass the cloud governance board and
procure an application on their own.

Contract Management
Cloud Service Providers are vendors and any contracts they produce
should be managed as all other vendors are once procured – the Contract
Management team will be in charge of this.

Without proper preparation, enterprises leveraging cloud systems are
unknowingly taking on a considerable amount of risk. Paramount to addressing
these risks is addressing the people aspect through appropriate training for the
Cloud Governance Board members. This training could be certified options such
as the CCSK or CCSP certified cloud security courses, or a custom-built training
package.

Page 10

YOUR NEXT
STEP

How You And Your Enterprise Can Use
This Information To Properly Protect
Your Cyber Supply Chain.

At this point in the white paper we have identified 10 critical business risks commonly
associated with cloud adoption, along with four solutions your organization can implement
to combat these risks. For those wondering what to do next, we can help!
Our Cyber Supply Chain Program is an engagement that unifies three unique areas of an
enterprise - People, Processes and Technology - creating a combined approach to address
the security issues related to cloud adoption and getting your cyber supply chain properly
established.
At a high level, this engagement will allow you to create a cloud policy for your environment,
assess your current baseline, create a Cloud Governance Board and ultimately have your
people, processes and technology working together to protect your cyber supply chain from
cloud adoption.

FREE ACTION PLAN
The ultimate resource for you to protect your
cyber supply chain from cloud adoption.
Contact us today for a step-by-step action plan fully customized to your organization!
1.855.732.3348

info@intrinsecsecurity.com
or

Learn More
(https://intrinsecsecurity.com/enterprise/cyber-supply-chain/)
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